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ACCESS CONTROL  |  XML OPEN INTEGRATION MODULE

SYMMETRY 
COMMAND & CONT ROLDATASHEET

SPECIFICATI ON S

Operat ion
 �ƒ Allows access over Internet or intranet 
 �ƒ Provides a web service running on a web server installed with 
Microsoft IIS and WS Security 

 �ƒ Responds to Method calls (API commands) from third-party 
applications

Symmet r y SMS Operat ions Suppor t ed
 �ƒ Importing details of card holders, including adding new card 
holders, deleting card holders, modifying existing card holder 
data, making cards inactive and changing access rights 

 �ƒ Obtaining the details of card holders that are already in the 
Symmetry SMS database 

 �ƒ Viewing, acknowledging and clearing outstanding Symmetry 
SMS alarms 

 �ƒ Sending commands to devices (e.g. to open a door or switch on 
a CCTV camera) 

 �ƒ Viewing the status of Symmetry SMS devices (e.g. to determine 
whether a door is locked or unlocked)

 �ƒ Importing alarms from other third party systems

Secur it y
 �ƒ Username and password checking for each method call 
received third-party user can only access company data and 
devices in his or her own company group 

METHOD C ALLS

Met hod calls (API com mands) suppor t t he fol lowing 
Symmet r y SMS operat ions:
 �ƒClear or acknowledge an outstanding alarm 
 �ƒRetrieve alarms that have not been cleared 
 �ƒTransmit alarms from other systems to the Symmetry SMS 
 �ƒGet a list of card holders 
 �ƒ Import card holder details 
 �ƒDetermine the status of a device 
 �ƒSend a command to a Symmetry SMS device 
 �ƒReturn time codes 
 �ƒRetrieve card holder or visitor personal data titles 
 �ƒRetrieve names and IDs of badge designs 
 �ƒ
 �ƒ
 �ƒRetrieve IDs of companies 
 �ƒRetrieve meaningful description for each device type 
 �ƒ
 �ƒDetermine how messages from devices are handled 
 �ƒMake a test call on the username and password 
 �ƒRetrieve description for each command type 
 �ƒRetrieve description for each import operation 
 �ƒReturn status of a card holder import 
 �ƒRetrieve versions of the Symmetry SMS software
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